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AHHOmMayusa. B craTbe H3J10KEeHbl COLUAJBHO-NIOJIUTUYECKHE U TEOPeTUKO-MEeTOJL0JIOTHYeCKUe
OCHOBbl KPUMUHOJIOTUYECKOTO IMO3HAHWS KPUMHUHAJbHOW NpomnaraHibl B KHOGepnpoCTpaHCTBe.
YcTaHOBJIEHO pa3pylIMTe/IbHOE BO3/JeMCTBUEe KPUMHUHOIeHHOM MHPopMaluuu B ceTH MHTepHeET
Ha COXpaHeHMe U YKpellJleHHe POCCUMCKUX KYJIbTYPHBIX LleHHOCTeH. [Ipe/iy10:eH0 aBTOpPCKOe IIOHS-
THe KPUMHMHAJIbHOW Nponaras/bl B MHGOPMALMOHHO-TeJIEKOMMYHUKAIJMOHHOM MPOCTPAHCTBE U
onpejeJsieHbl eé cofepxKaTesbHble NpU3HaKkU. O60CHOBaHA TeopeTHYecKass 3HaYMMOCTb [T03HaHHUA
KPHMHHOJIOTUYECKUX 3aKOHOMEPHOCTEW KPUMHUHAJbHOU MponaraHzibl B KUOepnpoCTpPaHCTBE U
copMyIMpOBaHbI HAallpaBJIeHUs eé Aa/bHeHIlIero u3yuyeHus.
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Abstract. The article outlines the socio-political, theoretical and methodological foundations of
the criminological knowledge of criminal propaganda in cyberspace. The destructive impact of crimi-
nogenic information on the Internet on the preservation and strengthening of Russian cultural values
has been established. The author's concept of criminal propaganda in the information and telecom-
munications space is proposed and its meaningful features are determined. The theoretical signifi-
cance of the knowledge of the criminological patterns of criminal propaganda in cyberspace
is substantiated and directions for its further study are formulated.
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[Ipoucxopamue B Poccun U MHpe COLMAJbHO-NOJMUTHYECKHE COOBITUS OINpenessiioT
HACYIIHYI0 NIOTPeOHOCTDb B YKpeIJIEeHUH 00leHallMOHA/IbHBIX TPAaJULMOHHBIX IeHHOCTE! B 06-
1leCTBEHHOM M MH/AMBU/lyaJlbHOM CO3HAaHUU I'paXk[jaH. B Tekyel cuTyanuu poccurckoe oole-
CTBO J0JDKHO CTaTb KaK HUKOT/A €AMHBIM U Hepa3pbIBHO CBA3aHHBIM € rocyapCcTBOM. OCHOBBI
roCyZlapCTBEHHOW MOJIMTUKHA IO COXPAHEHHUI0 M YKpEeIJIEeHUI0 TPaJUIMOHHBIX POCCUUCKHUX
JYXOBHO-HPABCTBEHHBIX LI€HHOCTEeH, yTBepAeHHble B 2022 ., COBepLIEeHHO TOYHO M BEpHO
Onpese/IMJIA — «OCMbIC/IEHUE COLMA/IBHBIX, KYJIbTYPHbIX, TEXHOJIOTUYECKUX MIPOLLEeCCOB U ABJIe-
HUM C OIIOPOM HA TPAJULMOHHBIE IEeHHOCTU U HAKOIJIEHHBIW KYJbTYPHO-UCTOPUYECKHUM OIBIT
no3BoJigeT Hapoay Poccun cBoeBpeMeHHO U 3QPeKTUBHO pearupoBaTh HAa HOBble BbI3OBBI U
yIpO3bl, COXpaHAs 00LIepOCCUHUCKYI0 IPaXKJAHCKYI0 HIeHTUYHOCTb» 1. BMecTe ¢ TeM, rocyzap-
CTBEHHOE yIpaBJieHUe B JAHHOW 00/1aCTH CTaJIKUBAETCS CeroJHs C Cepbe3HbIMU TPYAHOCTSIMM.
C oHOM CTOPOHBI, LIMPOKO pa3BepHYTa AeATeJbHOCTb IKCTPEMUCTCKUX U TEPPOPUCTUYECKUX
CO0611eCTB, MHOCTPAHHBIX areHTOB, HEKOMMepUeCKUX OpraHu3alyi No LesjeHanpaBJeHHOMY
Be/IeHUI0 aHTUTOCY/JapCTBEHHOM MpomnaraH/bl, peJiCTaBJeHHON «oJ coycoM» cBo6o bl CMHU
Y MMelollel BbIpaXKeHHbI KPUMHUHAJIbHBIN XapaKTep, a C ;PYTroM — B CETAX MaCCOBOW KOMMYHH-
KalUM OEeCKOHTPOJIbHO U arpeCcCMBHO PacnpoCTpaHseTCcs KPUMHUHOreHHass MHpopMauus, mo-
oyxzaamwlas noJsb3oBaTtesned ceTd UHTepHeT K npecTynHoMy noBefeHHUI0. [10j06HbIe yrpo3sl
CO3Jal0T TPYAHOCTU B COXPAaHEHUHU U YKPEeIJIEHUU TPaJULMOHHBIX POCCUMCKHX JYXOBHO-HPaB-
CTBEHHBIX LIEHHOCTeH, 06pa3yloT yCA0BUA /151 caMopa3pyllieHUs 061iecTBa U 0C1ab/IeHUs CoLu-
aJIbHBIX CBAA3eH, OPMUPYIOT y IPakJaH aHTUOOLeCTBEHHbIE B3IJISAJbl U U/le0J0THYeCKHUe YCTa-
HOBKHY, IpeJIoNpelesIAI0T UX IPOTUBOINIPABHOE NTOBeJleHHUE.

BbICOKYI0 CTeneHb COLUAIbHO-IIOJTMTUYECKON 3HAUUMOCTH 3asiBJIsIEMON HAMU NPOO6JIeMBI
Y He00X0ZJMMOCTb IPOTHUBO/EMCTBUA PACIPOCTPAHEHNIO KPUMUHOIeHHOM MHPOpPMaL MU B KHbep-
IpOCTpPaHCTBe peryJsapHo oTMevaeT [lpesupenT Poccuiickonn ®epepauun. BeicTynaa Ha npo-
LIJIOTOZHEM pacIIMpPeHHOM 3acefaHuu Kosieruu MB/l Poccuuy, B. B. [lyTun o6paTus BHUMaHue
Ha HeOOXOAMMOCTb aKTUBU3aAL MU 1eATeJbHOCTH 110 BBISIBJIEHUIO U IIpece4eHUI0 pacipocTpaHe-
HUS NPOTUBONPABHOIO KOHTEHTA, MUHMMHU3allMd NponaraH/bl HallMOHa/IM3Ma, KCeHOPoOuY,
pPEJIMTM03HOM BPX/Abl U HACUJIUS, HEUTPAIM3aL MU NIONBITOK PAa3HOIo poJia pajuKaJOB UCI0J1b-
30BaTb ceTb MHTepHeT B MpecTynHbIX nessax?. [IpesugeHT PP npsmo ykasplBaeT Ha TO, YTO
B MH(QOPMALlMOHHO-TEJIEKOMMYHUKALlMOHHOM INPOCTPAHCTBE pa3BepHyTa IOJIHOMAacClITabHas
MHPOpMalLMOHHas BOWHA, «...oTpPaHUYMUBAETCA JOCTYN K MHPOpMaILMH, JI0Jel MMYKaIT OTpOM-
HbIM KOJIM4eCTBOM ¢$eNKOB, NponaraHAUCTCKUX noazenok»3. [peacenatenn CieCTBEHHOTO
komuTeTa Poccuu AWM. BacTpbIKHH, y4acTBys B MyOJIMYHBIX MePONPUATHUAX, TAKXKe OTMedaeT
POCT aHTUTOCY/JapCTBEHHOW NpomnaraH/Jbl U MHPOPMAIMOHHO-IICUX0JIOTUYECKUX JUBEPCUN —
«..huziesd "pycckoi yrposbl" BIIMTA B CHOKET MHOTMX NPOM3BeJEeHUH Aaxke paHTACTUUECKOTOo

1 Yka3 [IpesugenTta PO ot 9 Hosi6ps 2022 r. Ne 809 «06 yTBepkaeHnr OCHOB rocy/JapCTBEHHOM MOJIU-
THKH 110 COXPAaHEHHUIO U YKPeIJIEHUI0 TPAaJUIIMOHHbBIX POCCUMCKHUX JYXOBHO-HPAaBCTBEHHBIX [IeHHOCTEN»
// CIIC «'apanT» (gata o6pamienus 10.02.2023).

2 PaciuupeHnHoe 3aceganue kosieruu MB/l Poccuu B 2021-2022 rr. URL:
http://www.kremlin.ru/events/president/news (gata o6paienus 08.12.2022).

3 [lyTuH 3asBUJI 0 MacliTabHOU HHPOPMAIIMOHHOM KaMNaHUU poTUB Poccuu. URL:
https://ria.ru/20220316/putin-1778486247.html (nata o6pamenus 08.12.2022).
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»KaHpa, YTO JleJlaeT UX TaKXKe JIaTeHTHbIM Opy»KHMEeM Ipolarai/ibl, KOTOpoe 3anaj 0JHO3Ha4YHO
VICIIOJIb3yeT NPOTUB Hac» 1.

OcTpas He06X0AMMOCTb NPOTUBOLEMCTBUSA PACIPOCTPAHEHUI0 KDUMUHOTIeHHOM HHOP-
Malyu onpejessseTcsd U JJOKyMeHTaMU CTpaTeruieckoro nmjaHupoBaHus. B CtpaTteruu Hanuyo-
Ha/IbHOU 6e3omacHocTy Poccuiickoit Pefiepaliii oTMEYEHO, YTO HblIHE B Poccru, B 3J1IEKTPOHHOMN
cpeJie OCyllecTBJ/IAeTCA Nponarai/ia KpMMUHaJIbHOT0 00pasa XKU3HH, NOTpebeHUsA HApKOoTHYe-
CKUX CPE/ICTB Y IMCUXOTPOINHBIX BEIECTB, pa3MellaeTcsl HHas NPOTUBONpaBHast UHPopMaLus2,
JlokTpuHa MH$OPMaLMOHHOM 6€30M1aCHOCTH ONpe/iesisieT OCHOBHbIE HallpaBJeHUs eé obecreye-
HUS, Cpeiu KOTOPbIX NPOTUBOJENCTBUE UCIOJAb30BAaHUI0 NHPOPMALMOHHBIX TEXHOJIOTUHN JJIF
nponaras/ibl 3KCTPEMHUCTCKOW U/I€0JIOTMH, pacCIpoCTpaHeHUsI KceHOPoOMH, u/ieil HalluoHalb-
HOW HCKJIIOUUTEJBHOCTH B LeJISIX M0/|pblBa CYBEpPEHUTETA, NOJUTUUYECKON U COLlMaTIbHOM CTa-
OMJIBHOCTH, HACUJIbCTBEHHOT'0 U3MEHEHUS KOHCTUTYLLMOHHOIO CTPOS, HAPYLIEeHUSl TEPPUTOPH-
asibHOM 1esiocTHOCTU Poccuiickoit @enepanuus.

[lepeunicieHHble B JOKyMEHTaX CTPAaTErHMyecKoro MJaHUPOBAaHUSA yrpo3bl, CBS3aHHbIE
C pacrnpocTpaHeHHWEM KPUMHUHOTEHHOW MHPOpMALUK B KUOEPNPOCTPAHCTBE, HArJISAAHO JIEMOH-
CTPUPYIOT, YTO MOA0OHbBIE MPOLLECCHl TPUOOPE OPraHU30BaHHbBIN U (MJIM) 6€CKOHTPOJIbHBIN
xapakTep. KpuMunHorenHas nH$opmManus, Npobupasch CKBO3b BCIO TKaHb KUOEPIPOCTPAHCTRa,
00 beKTUBUPYETCA NOCPeCTBOM 3$PEeKTUBHOIO MacCOBOTO 3apaKeHUsl M0Jib30BaTeseld CETH
HuTepHeT, popMUPYET UX KPUMUHOTEHHbIE KAueCTBa, aKTUBU3UPYET aHTHUOOIECTBEHHOE U
(unn) npecTynHoe NoBeJeHUe rpaxkAaH. B pesysabraTe popMupyeTcs KOMIJIEKCHas CUCTeMa
HomnyJisipUu3alMyi NPecTyNnHOro MnoBeAeHus, KyJbTUBUPYETCS aHTHUOOLeCTBEHHAass U NMPOTUBO-
rocyZlapCTBeHHas AesTeJbHOCTb, TPAHCJAUPYIOTCSA [eCTPYKTHUBHbIE LIEHHOCTU U UJEO0JIOTHUS,
VCIIOJIb3YIOTCS COBpPEMEeHHble pe3yJibTaTUBHblE TEXHOJIOTUW W CPeJCTBa ICHUXOJOTUYECKOTO
BO3/IeMCTBUSA Ha CO3HAHMe rpaxkaaH. PaKTHYECKU paclpoCTpaHeHHe KPUMUHOTEHHON HHOp-
MalMu B CeTU HHTepHeT ecTb OpraHW30BaHHas W (MJK) OECKOHTpPOJIbHAsA [eATeJbHOCTb
OT/leJIbHbIX CYO'bEKTOB M0 OCYLIeCTBJEHUI0 KPUMHUHA/JIbHON ponaraH/pbl.

B poccuiickol KpUMUHOJIOTUYECKOW 3HIUKJIONEJUN «KKPUMHUHAJIBHOCTb» (OT JIaT crimen —
NpecTylJieHue) — MPeCcTYNHOCTb, NPEeCTYNHbIA XapaKTep 4ero-iu6o, koro-an6o [1]. boabuias
COBETCKasl IHIUKJIOMN e onpe/iesisieT TEPMUH «Iponaraiza» (oT JiaT. propaganda — nojJiexa-
1lee pacIpoCTPaHEHMI0) KaK pacpoCcTpaHeHre pa3IMYHbIX B3TJISII0B U UJIEN C 11eJ1bl0 UX BHE/I-
peHus B 0OleCTBEHHOE CO3HAaHWE U aKTHMBH3alMM MAaCCOBOM NMPAKTUYECKOU JiesiTeJIbHOCTUY
OTHOCUTEJIbHO BOIPOCOB KPUMHUHA/IbLHOM NponaraHl/pl, cielyeT OTMETUTb, YTO pacCOpoCTpaHe-
HUEe OTJeJibHbIX BUJ0B HHQOpMalMM He BcCerja o00pasyeT MNPECTyNHBbIA XapaKTep TaKoH
JlesITeJIbHOCTH (Hamp.: mponarasja HapKoTU3Ma, neJgoPpuanu, HeTPAAUIIMOHHbBIX CEKCYaTbHbIX
OTHOIIEHUN U T.A.). BMecTe ¢ TeM, opraHM30BaHHOE U CUCTEMATHUYECKOE paclpoOCTpPaHEeHUe
vH$OopMal My, IPU3BaHHON KPUMHUHA/IU3UPOBATh 00111eCTBEHHOE CO3HAHUE IPaXK/1aH U MOOUJIN-
30BaTh UX JJIs MPeTBOPEHHUS MPECTYMHOMN JesITeJIbHOCTH, IBHO YKa3blBaeT Ha KPUMHHAJIbHOE
coJiep>kaHUe TaKOTO sIBJE€HHS.

B pe3y/ibTaTe KpUMHHaA/IbHAs Nponaral/ia B MHPOPMaLlMOHHO-TEJIEKOMMYHUKALMOHHOM
IPOCTPAHCTBE MOXKET ObITh ONpe/iesieHa KaKk 6eCKOHTPOJIbHAs U (U/IM) LieJieHalpaBJeHHas Jes-
TEJIbHOCTb Pa3JIMYHBIX CYO'bEKTOB MO PaCHpOCTPaHEHUIO NMOCPEJCTBOM OTAEJbHBIX PECypCcoB
MHGOPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHON ceTH HWHTepHeT uHpopmanud, ¢opMHUpyrollen

1 Unrtepsblo Ilpencegarens CK Poccum «Poccuiickoi razete». URL: https://sledcom.ru/press/inter-
view/item/1643575/?print=1 (gaTta o6pauenus 10.02.2023).

2 Yka3 [Ipesugenta PO ot 02.07.2021 N2 400 «O CtpaTeruu HalMoHaJbHOM 6e30macHOCTU Poccuiickoi
®epepaunmn» // CIIC «'apaHT» (maTa o6pamenus 10.02.2023).

3 Yka3 IlpesugenTta P® ot 5 nekabps 2016 r. N2 646 «06 yTBepxaeHHUU JOKTPUHBI UHPOPMALIMOHHOMN
6e3onacHocTu Poccuiickoit @epepanun» // CIIC «[apanT» (gaTta obpaimienus 10.02.2023).

4 Bosibinast coBeTckas sHuukaoneaus. URL: https://gufo.me/dict/bse (naTa obpamenus: 10.05.2023).
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KPUMHUHOTeHHble CBOWCTBA JIMYHOCTU HAa UHAUBU/YaJbHOM, FPYNIIOBOM U MacCOBOM YPOBHSIX,
OKa3blBalllel BJAMSAHMWE Ha KPUMMHWHAJU3aLUI0 U BUKTUMU3ALUI0 HaceJleHUs], leTepMUHaL U0
NPECTYNHOCTU U (UJIK) pa3BUTHE UHBIX HETATUBHBIX COI[MAJIbHbIX SIBJIEHUH.

11 KpUMHUHAIbHOW MpOoNaraH/ibl, OCyleCTBAS€MON B KHOEPNPOCTPAHCTBE XapaKTEPHBI
onpe/ie/ieHHble IPU3HAKH, [TI03BOJISAIOILME OTTPAHUYUTD €€ OT CMEXKHbBIX UJeH.

1. llesieHanpaB/IeHHbIA XapaKTep. /[eATe/IbHOCTb OT/AE/NbHbIX CYyO'bEKTOB HENMOCpPE[-
CTBEHHO OPUMEHTHPOBaHa Ha pa3paboTKy M TPaHCJAALMUI0O KPUMHUHOTEHHOW MHOpMaILMU yepe3
pecypcbl UHPOPMAIMOHHO-TEJIEKOMMYHHUKAIMOHHBIX CETEN B OTHOILEHUW HEONpPEeeJIEHHOTO
Kpyra Jiul, JM60 KOHKPEeTHOM coljMa/ibHOU rpynnsl. [lonazas B pa3/iMuHble CeTMEHThI KUOep-
NpPOCTPaHCTBA, UHPOPMAIUsI HAUMHAET PACIPOCTPAHATHCSA 6€CKOHTPOJIbHO U XaOTUYHO, TPAHC-
JIUpyeTcsl CyO’beKTaMU MacCOBOM KOMMYHHUKALIMKM B MPOLeCCe MEXJUYHOCTHOTO B3aUMO/eil-
CTBUSA, POpMUPYET CeTeBble TPEH bl KPUMHUHAJIBHOTO XapaKTepa.

2. Hasimume cnengyua/ibHbIX Cy0O'b€KTOB KPMMHUHAJIBHOM NponaraHabl. KpyMuHaibHas
nponaraifa B UHPOpPMALMOHHO-TEeJI€KOMMYHUKALlMOHHOM MPOCTPAHCTBE OCYIECTBJASAETCS
Pa3/IMYHBIMU CyO'bEKTAMU: IKCTPEMUCTCKUMU U TEPPOPUCTUYECKUMHU COOOLIeCTBAMU U OPTaHU-
3alMsAMY, ClIelMaJbHBIMU CJYKO0aMU HeJIPyKeCTBEHHbBIX T'OCYAAPCTB, OTAEJbHbIMHU TPAHCHAIHO-
Ha/JIbHBIMU KOPHOPALUSMH, MHOCTPAHHBIMU areHTaMH, a TaKXKe MpeJICTaBUTENSIMU KPpUMUHAJIb-
HbIX U OKOJIOKPUMUHAJbHBIX CTPYKTYP.

3. PacnpocTpaHeHUe NMOCPeACTBOM PeCypCcOB MHPOPMALMOHHO-TEJEKOMMYHHMKA-
LUOHHOM ceTH UHTepHeT. KprMuHaibHasd nponarai/ja B KUOepnpoCcTPaHCTBE TPAHCAUPYETCSA
yepe3 pas3/iMuHble KaHaJbl PacnpocTpaHeHUs1 HHGOpPMALMY, CpPeid KOTOPbIX: BUJEOXOCTUHTHU
(Hamp.: «YouTube», «VK Bugeo» «Twitch» u ap.), counanbHble ceTU (Hamp.: «BKoHTakKTe»,
«TikTok», «Instagram»! u fp.), meccenmxepsnl (Hamnp.: «Telegram», «WhatsApp», «Viber» u ap.),
dopymbl (Hamp.: «/[[Bau», «4chan» u Ap.), a Takke pecypcbl TE€HEBOr0 IMPOCTPAHCTBA CETH
MuTepHeT («Dark.Net»).

4. KpuMMHOreHHbIN XapakKTep pacnpocrpaHsemMon HHpopmanuu. HHPopmanus,
TpaHCAMpyeMasl B NpoLecce OCyLeCTBJeHUs1 KPpUMUHAJbHOU Nponaral/bl B KubepnpocTpaH-
CTBe€, OKa3bIBaeT BJMSIHHWE HAa KPUMUHA/IM3aLMI0 U BAKTUMU3ALMI0 HaceJleHus, leTeEpMUHAL U0
NPECTYNHOCTU U (UJIM) pa3BUTHE UHBIX HETATUBHbIX COLMA/IbHBIX SIBJIEHHUH, CIOCOOCTBYET $Op-
MHUPOBAaHUIO KPUMHUHOTE€HHbIX CBOMCTB JIMUHOCTH, MOOYXK/JaeT rpakiaH K COBEPLIEHUI0 IPaBO-
HapyILIEeHUH.

YcTaHOBJIeHHbIe IPU3HAKU KPUMHUHAJIBHOU MponaraH/ibl B KHOepPNPOCTPaHCTBE MO3BO-
JIIIOT ONpeJle/InTh cneluduKy paccMaTpuBaeMoro ¢peHoMeHa, TPeOyIOLy0 Cepbe3HOro Hayy-
HOTO OCMbICJIeHUs. B pe3ysibTaTe nepej; KpUMHUHOJIOTHYECKON HAYKOW BO3/IBUTAIOTCS 0COObIE
3324y M0 HAKOIMJIEHWI0 3HAHUU B JIaHHOW o6s1acTU. Bo3HUKaeT noTpeGHOCThL B pa3paboTke
KOMIIJIEKCHOU CHUCTEeMbl KPHMHHOJIOTHUYECKOTO 3HAHUSA 0 peHOMeHe KpPHUMHUHaJIbHOW IpoMma-
raH/ibl U Mepax NIPpOTUBOJENCTBHUSA eMl.

B conuanbHBIX HayKaxX pas/iMyHble acleKThbl NponaraHzbl U eé BAUSHUSA HAa UHAUBUAY-
aJIbHOE M 0011leCTBEHHOE CO3HAHHWE IPaXkJaH Mpe/CcTaB/JeHbl BeCbMa 061npHO. PyHaMeHTallb-
Hble pa3pabOTKH B JJAHHOU 06J1aCTH MOJIYYHJIM CBOe OTpaXkeHUe B TpyAax 3. baymaHna, /l. besna,
M. Be6epa, I'. Jlebona, U-TI'. Tepaepa, K. 'mpua, 3. [dwopkreiima, T. Urntona, M. Kacresbca,
B. W. JlenuHa, C. M. JlunceTa, /I. Jlykaua, K. Manxeiima, K. Mapkca, llI. MonTeckse, K. [lonnepa,
[1. A. CopokuHa, H0. XabepmMmaca, I'. llunnepa, @. Iuresnnbca u Ap.

B KpUMHHOJIOTUYECKOM JINTepaType BOMPOCHI OCYIIECTBIEHNS] KpUMUHAIbHOM MpONaraH/bl
Y €€ B3aMMOCBSI3H C MPECTYMHOCTbIO MPEUMYIIIECTBEHHO OTPAXKAIOTCA B 006/1aCTHU KYJIbTYPATbHOU
KPUMUHOJIOTUM Y TEOPUM KPUMHHAJIbHBIX CyOKy/JbTYp. PasinuHble acneKTbl KPUMHHAJIbHOU

! PemmienueM TBepckoro paiioHHOro cy/a r. MockBbl 1o geny Ne 02-2473 /2022 pesTeJIbHOCTh KOMIIAHUU
Meta* mo peanusaiyu NpoAyKTOB — colMalbHbIX ceTell Facebook* u Instagram™ Ha Tepputopuu Poccuii-
cko Penepanuy 3anpeleHa.
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npomnaras/ibl OCcBelllaJiucb B paboTax B. M. AnucumkoBa, 10. M. AnToHsiHa, E. A. AHTOHSAH,
M. M. ba6aeBa, . U. 'maunckoro, E. B. 'pubanoBa, B. E. KBamuca, B. H. Kygapssuesa, H. ®. Kys-
HenoBoH, /I. A. Kopenkoro, C. {I. J/lebeneBa, . M. MankeBuua, B. ®. [lupoxkosa, A. b. Caxaposa,
A. B. CHMOHEHKO ¥ Jp.

OcobeHHOCTH Nponara”H/bl 3KCTPEMHUCTCKON [JleITeJIbHOCTH, TEPPOPU3MA, CYHULU/ab-
HOTO MOBEJeHUS1 U HapKOTH3Ma B UHPOPMAIMOHHO-TEJEKOMMYHHUKALIUOHHOM NPOCTPAHCTBE
oTpaxkeHnbl B Tpyaax E. U. l'angmunoi, JI. B. ToTunnoy, E. B. leMmuoBoi-IlerpoBoH, C .B. UBaH-
noBa, A. H. UrnatoBa, B. /. HukumuHa, A. JI. Ocunenko, A. B. [lyunuHa, M. [0. [lyynuHon,
B. C. ConoBbeBa U Ap. OTAesbHbIE acleKTbl OpraHU3allMU U OCYLIeCTBJEHUS NpoNaraH/bl
NPEeCTYNHOTO NOBeJleHUs B CeTU UHTepHeT npe/CcTaBJeHbl B JUCCEPTAMOHHOM HUCCAeL0BAaHUU
aBTOpPa, MOCBAILLEHHOM NPOTHUBOJENCTBUIO KPUMHWHAJIbHOW HJEO0JIOTWH, PAClIpOCTpaHAeMOHU
B KMOeprpocTpaHCcTBe [3].

AHanu3 1uTepaTyphl B JAHHOW 06J1aCTH HAIJIAAHO IeMOHCTPUPYET YCTOSIBLIEECS B HAyKe
BOCIIPUATHE KPUMUHAJIBbHOM NpONaraH/bl B KaueCTBe NPeuMYyLeCTBEHHOTO UHCTPYMEeHTa pac-
npocTpaHeHHWs UHQOPMaL MU U BO3JeNCTBUS NpeJCTaBUTeNEN TIOPEMHBIX CYOKYJIbTYp U 3KC-
TPEMHUCTCKHUX COOOIIECTB HA MHAWBUYAJTbHOE U (KMJIM) 001ECTBEHHOE CO3HAHUE IPaXK/aH C Lie-
JIbI0 X BOBJIEUEHUSI B IPECTYIIHYIO Cpefly, KOTOpoe cero/iHsi, 6e3ycj0BHO, coxpaHseTca [3-7].
BMecTe c TeM, 3TO JIMILIb HE3HAYUTEJIbHASA COZlep>KaTe/ibHAsA TPaHb KPUMUHAJIbHOU MTponaraH/pbl.
YnyckaloTcs Takve e€ BU/Ibl KaK MporaraH/Jia MacCoBbIX YOUNCTB, JUBEPCUH, TIOPEMHOU Cy6-
KYyJIbTYPbI, HACUJIUS, CYULIUJ0B, HAPKONOTpebaeHus, nefoPUINH, SIKCTpEMU3Ma, TeppopU3Ma
Y UHbIX GOPM MPECTYMHOTO U aHTHOOLIECTBEHHOro MoBejeHUs. OTCYTCTByeT KOMILJIEKCHasI
cUcTeMa Hay4YHOU HHPOpMal UK O COZep>KaHUHU Y BU/laX KPUMHUHAJIbHOM ponaraHlpl, cnocobax
eé OCylleCcTBJIeHHS U MeXaHU3MaX BO3/ieCTBUS Ha CO3HAHUE U NOBeJleHHe rpax/aH, BJUAHUU
Ha NNPOLECCHI IeTEPMUHALIMY IPECTYIIHOCTH Y IPECTYIHOE MOBeJeHUe, TMYHOCTb NPEeCTYNHUKA,
KPUMHUHA/NIM3aUI0 U BUKTUMU3ALMIO HAaceJIeHUs], a TaKXKe O Mepax MpPOTHUBOJENCTBUS 3TOMY
sBJIEHUI0. B aKka/ieMHUyecKoil KpUMHUHOJIOTHHY, IPeiHa3HaYeHHOH A/ dopMupoBaHus npodec-
CUOHAJIbHBbIX KOMIETEeHLUUN OyAYLHUX CIEeUaJUCTOB NPAaBOOXPAHUTENbHON NMPAKTHUKH, peHo-
MeH KpUMUHaJbHOMW NponaraH/ibl U BOBCe He HAaXOJUT JO/DKHOTO 3aKpeIJIeHUs] B OTZeJIbHbIX
npeAMeTHBIX 006J1aCTSIX HAYKH.

PasyMeeTcs, Hay4yHOe M3y4yeHHE MPHU3HAKOB U MacUITab0B KPUMUHA/JIbHOW NponaraH/bl
B MHPOPMALMOHHO-TEJIEKOMMYHUKALlMOHHOM NPOCTPAHCTBE NpeJHAa3HA4YeHO JiJIsl OpraHu3a-
UM 3¢ PEeKTUBHOTO MPOTHUBOJIENCTBUS 3TOMY KPHMHHAJIBbHOMY siBJeHHIO. [I[paBOBYI0 OCHOBY
NPOTHUBOJIEMCTBUS KPHMHHAJbHON NpoNaraH/ie COCTaBJAKT 3aKOHOJATeJbHble IOJIOXKEHUS
aJIMUHUCTPATUBHOTO U YTOJIOBHOTO NIpaBa, NpaBoBble akThl [Ipe3ugenTta Poccuiickon ®enepa-
nuuy, [IpaButensctBa Poccuiickorn Pesepaniu M MHBIX QpeepasibHbIX OPTaHOB IOCYIapCTBEH-
HOM BJIaCTH, perJiaMeHTUPYIoLKe 00l eCTBeHHbIe OTHOILLEHUS B 00J1aCTU pacnpoCTPaHEHUS OT-
JleJIbHbIX BUZI0B UHPOPMaAI UK.

YrosoBHO-IpaBOBble Mepbl NPOTHUBOJENCTBUS KPUMHHAJIbHOM MponaraH/ie HaxoJsT
cBoe oTpaxkeHue B 061elt 1 OcobeHHOM yacTsAX yroJoBHOro 3akoHa. B cratee 63 YK PO npegy-
CMOTpEeHbI TaKHe OTAr4arle 06CTOATeNbCTBA KaK COBepLIeHHe NPeCcTyIJIeHUH B 1ieisiX Mpo-
naraH/ibl, a paBHO ONpaBJaHUs U NMOJAJEPXKKU Teppopu3Ma U AuBepcuid. OcobeHHas 4acThb Yro-
JIOBHOTO KoJiekca Poccuiickor ®enepauuu ycTaHaBJIMBAaeT OTBETCTBEHHOCTh 3a NpoNaraHAy
Teppopu3Mma (205.2 YK P®), nponaranzy v yyacTve rpakiaH B J|esiTeJIbHOCTU HEKOMMePUYECKHUX
OpraHv3salUi, CONPSHKEHHOM C HAaCUJIMEM HaJ, TPakJjaHaMU MJIM UHBIM IPUYUHEHUEM BpeJia UX
3/10pOBbI0, 0TKa30M OT UCHOJHEHHUS IpaxkAaHCKUX 06s13aHHOCTel (239 YK P®), opranusanuio
JIUBEPCUOHHOT0 COOOLIECTBA U COBEPLIEHHE UHBIX IPECTYIJIEHUH B LleJIsIX Nponarai/bl JJUBep-
cui (281. YK P®), HeoHOKpaTHYI NponaraHjy 3alpelleHHOW aTpuOyTUKU U CUMBOJIUKU
(282.4 YK P®). ®akTHueckue NpU3HaKU KPUMHHAJIbHOM ponaral/bl Cojiep:KaTcs B YTOJIOBHO-
NPaBOBbIX NpeJNUCAHUSAX, YCTAHABIUBAIOIIUX OTBETCTBEHHOCTD 3a CKJIOHEHHUE K COBEPLIEHUIO
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caMoyOHUICTBa UK coZiercTBUe coBeplieHHI0 camoybouiicTa(110.1 1 110.2 YK P®), ny6auyHoe
pacnpocTpaHeHUe OT/leJIbHbIX KaTeropu 3aBeloMO JIOX)KHOW uH$opmauuu (207.1 - 207.3
YK P®), ny6/iuHble NPU3bIBbI K OCYIIECTBJEHUI0 3KCTPEMHUCTCKOMN AeATENbHOCTU U AesTellb-
HOCTH, HallpaBJIEHHOU NPOTHUB 6e30macHOCTU rocyapctsa (cT. 280 u 280.4 YK P®), a Takxke co-
BeplIeHUe MyOJUYHbIX AEUCTBUM, HAallPpaBJEHHbIX HA AUCKPEAUTALIMI0 UCI0JIb30BaHUSI BOOPY-
»KeHHbIX cuJ Poccuiickont ®enepannu (280.3 YK PD).

[IpoTHBOAEHCTBHE OT/IE/IBHBIM BU/JaM KPUMHHAJIbHOU IpONaraH/ibl OCyILleCTBJISETCS Cpes-
CTBaMM aJJMUHUCTPATUBHO-NpaBoBoro Bo3zencTBus. Tak, B Kojaekce Poccuiickoit @enepanuu
00 a/IMMHUCTPAaTUBHbIX NPAaBOHAPYLIEHUAX MPeAYCMOTPEHA OTBETCTBEHHOCTHb 3a MpoMaraHay
HapKOTHUYeCKUX CPEJICTB U ICUXOTPONHBIX BellecTB (cT. 6.13 KoAIl P®), HeTpaZJMLIMOHHBIX CEK-
CyaJIbHbIX OTHOLIEHUM U (U/M) npeAnodyTeHU, cMeHbl noJa (cr. 6.21 KoAll P®), negodunuu
(6.21.1 KoAlIl P®), 3anpemieHHOM aTpuOyTUKH U cUMBOJIMKHU (20.3 KoAIl P®).

HeB3upas Ha UMeo1y0CS IPAaBOBY0 OCHOBY JiJIsl OpraHM3alluy U OCyIeCTBJI€HUs aHTH-
KPUMHUHaJIbHOM NPAKTUKU B JAHHOU 00J1aCTH, aKTUBHOE pacnpoCTpaHeHHWe KPUMUHOTeHHOUN
vHbopMaILMU U eé 6ecripepblBHas TpaHcpopMalus B HOBble 001leCTBEHHO OMacHble GOPMBbI, He
N03BOJIIIOT CBOEBPEMEHHO MOJrOTOBUTH 3aKOHOJATeJbCTBO K ob6ecneyeHUI0 3pPeKTUBHOrO
NPOTHUBOJIEMCTBUS KPUMUHAJIbHOU NponaraH/ie. KpuMuHanusanusa pacnpocTpaHeHUs OTAe b-
HbIX BUJI0B UHPOpPMaLMU HepeJKO BbI3BaHA HE0OX0JUMOCThI0 COLJMa/IbHO-TIOJIUTUYECKOH peak-
MU 3akoHojaTess. OTJenbHble BU/Ibl KPUMHUHAJbHOW MpoONaraH/Abl OCTAlOTCA 3a NpejeaMu
aIMUHUCTPATUBHOTO U yTOJ0OBHO-IPAaBOBOIr'0 BO3AeUCTBUA. OTCyTCTBYIOT KPUTEPUU KPUMUHA-
JIM3allMU U JeKPUMUHA/IU3aL MY PACIPOCTPAHEHUS] KPUMHUHOTEHHOU HHpOpMaIUH.

YKa3aHHble COLMAJIbHO-TIOJIMTUYECKHE U TeopeTHUYeCcKue NMPeANOoChlJIKY, a TaKXKe Heco-
BeplleHHas IpaBoBasi 0CHOBA NPOTUBOAENCTBUSA KPUMUHAIbHOMW NIponaraH/ie 00s3bIBaloT K Cce-
pPbe3HOMY HAyYHOMY OCMBICJIEHUIO MOJHATON Mpo6JsieMbl, HAKOMJIEHU0 KPUMHUHOJIOTHYECKUX
3HaHUU 0 peHOMeHe KpUMHHAJIbHOM NponaraH/ibl U pa3paboTKe peKOMeH/JalUi 110 COBEPLIEH-
CTBOBaHHI0 aHTUKPUMUHAJIBbHOM NPAKTUKU B 3TOU cpepe. [y 3TUX LieJiell cielyeT onpeJieIuThb
nepcrneKTUBHbIE HAMlPaBJIeHUs I0O3HAHUS OAHATON NPO6JIeMbL:

MIOHSITHE, COAEPXKaHUe U CTPYKTYpa KPUMUHAJIbHOU IpoNaraH/bl;

BU/Ibl KDUMUHAJIbHOU NpOTNaraH/ibl;

MeTO/Ibl, CPE/ICTBA U TEXHOJIOTUH OCYLIeCTBJIeHUSI KPUMUHAJIbHOU NIpoNaraH/ibl;

MeTO/IMKa U3yYeHHs] KpUMHUHAIbHOM Nponaras/bl;

pOJIb ¥ MeCTO KPpUMHUHAJIbHOM NponaraH/bl B Ipoleccax AeTepMUHALMU IPECTYTHOCTY;

BJIMSIHME KPUMHHAJIbHOM NpoMnaraH/bl Ha KpUMUHAIM3aLUI0 U BUKTUMHU3aLUI0 HaceJIeHUs;

BJIMSIHME KPUMHHAJbHOW Mpomara’H/bl Ha GOpMHUPOBaHHME KPUMHHOTEHHBIX KauyeCTB
JIMYHOCTH;

KpHMMHHaJIbHas NponaraHja u eé poJib B MeXxaHHW3Me WH/JUBU/IyaJbHOTO NPECTYyNHOTO
NOBeJIeHUS;

B3aMMOCBSI3b KPUMHHAJbHOMW NponaraH/bl, U e0J0TUH U KPUMUHAJIbHOW CYOKYJIbTYPbI;

nponaraH/ja HaCUJMs U MacCOBbIX YOUICTB;

nponaras/ia 3KCTPEMHUCTKON, TEpPPOPUCTUYECKON U JIMBEPCUOHHOM JeTeJIbHOCTH;

npomnaraH/ia TIOPeMHOM CyOKYJIbTYPHhI, TPAJAULUN U 06bI4YaeB TIHOPEMHOTO COOOIECTBA;

npornaraHzia camonoBpexeHus (cesadpxapm) U CyUIMAAJbHOTO TOBEIEHUS;

npomnaraH/ila He3aKOHHOrO NOTpe6JieHUsI HAapKOTHUYECKUX CPeACTB W MCUXOTPOIHBIX
BELIECTB;

npomnaraifia AeCTPYKTUBHBIX MOJIOJIEXKHBIX JIBHXKEHUNW M OKOJIOKPUMHUHAJIbHBIX CO00-
IECTB;

npornaraH/ia HeTpaUIMOHHbBIX CEKCYa/IbHbIX OTHOILIEHUH U Ne0UINY;

COBpPEMEHHOE COCTOSIHWE aHTUKPUMMHHAJIbHOU MPAKTUKU U Mepbl NOBbILIeHUS 3 ek-
TUBHOCTHU IPOTUBOIENCTBUS KPUMUHAIbHOM MpONaraH/e;
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YyTOJI0BHO-IIPaBOBbIe MEXaHU3MbI IPOTUBOJENUCTBUA KPUMUHAIbHOW NIpONaraHje.

Yka3aHHble HallpaBJieHWS NNO3HAHUA KPUMHUHAJIbHOM NponaraH/bl ABJASOTCA JULIb OT-
NpPaBHOW TOYKOU JIJisl MOC/AEAYIOIeNd pa3paboTKU NOAHATON KPUMHHOJOTMYECKOU NPO6JieMbI
Y J10JKHBI ObITh JOTIOJIHEHBI B IIpOLiecce eé u3y4eHus.

Pe3toMupys BblllleCKa3aHHOE, C/IeAYET OTMETUTD, YTO HeCpepbIBHOE pa3BUTHE UHPOP-
MaIlMOHHO-TEeJIEKOMMYHHUKAIJMOHHOTO NPOCTPAHCTBA, SBJSIOILEr0CS HEOTbhEMJIEMbIM aTPUOY-
TOM TEXHUYECKOHW U COLlMa/IbHOM KYJIbTYPbl COBPEMEHHOTO 00IIeCTBa, a TAaKKe ero MacirabHas
KpUMHUHaNIU3aUsA TPEOYIOT OT KPUMUHOJIOTUYECKOW HayKX U MPaBOOXPAHUTENbHOU MPAKTUKHU
BbICTpauBaHUsA 3pPeKTUBHOW CTpATeruu NMPOTHUBOLENCTBUA KPUMHUHAJIbHBIM yrpo3am. Hayu-
HOE OCMbICJIEHHE BONPOCOB NPOTUBOJENCTBUSA KPUMHUHA/IBHOM NponaraHzie B ceTu UHTepHeT,
BBICTYIAas JIMIIb «Kamjel B Mope» MO3HAHUSI KPUMHUHAJbHBIX YIrpo3 KHOEpNpOCTPaHCTBA,
yKe ceroZjHs MoxeT I0CI0COOCTBOBATh PAaCIIMPEHHIO IPeIMeTHbBIX 00/1acTeX KPUMUHOJIOTHYe-
CKOM HayKH{, HAaKOIJIEHUI0 HOBOTO KPUMHHOJIOTHUYECKOTO 3HAHUA O 3aKOHOMEPHOCTAX Cyllie-
CTBOBaHUS{, pa3BUTHUS U NPOTHUBOJENCTBUA KPUMHUHA/JIbHOW MpoOMNaraHje, a TakKe MO3BOJIAT
CO3aTh HAayYHbIM QYHAAMEHT JJs1 NOBbIIeHUsA 3PPEeKTUBHOCTU aHTUKPUMHHAJbHOU MpaK-
THUKU B JJaHHOH 06J1aCTH.
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