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SECURITY OF OBLIGATIONS AND RISKS IN CIVIL LAW OF RUSSIA THROUGH CENTURIES

Abstract
The article investigates by etymological and legal analysis the origin of the institution of obliga-
tions and risk management, for centuries in the process of formation of Russian law.
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Abstract

The core fundamentals for cryptocurrency legal regulations are objective processes associated to
its growing role, which has a significant impact on the international financial system functioning.
Today there is no clear scientific agreement as to a uniformly accepted “cryptocurrency” defini-
tion; this lack of agreement creates challenges in developing the mechanisms for the legal regula-
tion of cryptocurrency and operations associated with it. The methodological basis of this study
consists of the comparative law analysis, which includes the study of the most effective foreign ap-
proaches in the field of cryptocurrency legal regulation and electronic money, and applicability of
foreign experience in the Republic of Kazakhstan.

Keyword: Cryptocurrency, Legal regulations, the international financial system, Bitcoin, Republic
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INTRODUCTION

With the rapid rise of crypto-currencies within the international financial system, there
is a need for uniform legal regulation, based on objective standards.

Through the active expansion of global information and communication networks, the
use of cryptocurrency has become common in many countries. Presently, the most common
types of cryptocurrency are: Bitcoin, Ethereum, Litecoin, NEM and Ripple.
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However, today there is no clear systematic agreement as to a uniformly accepted “cryp-
tocurrency” definition; this lack of agreement creates challenges in developing the mechanisms
for the legal regulation of cryptocurrency and operations associated with it.

In the modern digital world, crypto-currencies are an actively evolving phenomenon.
Because there is no generally recognized definition of the term "crypto-currencies”, there are
certain complications with legal and currency regulation.

According to the official website of one of the most widely used crypto currency -
Bitcoin — cryptocurrency is designated as an innovative payment network and a new type of
money that uses P2P technology, which functions without a central supervisory authority or
bank. The transaction processing and emissions are collectively conducted through the net-
work?.

Any form of currency that only exists digitally, that usually has no central issuing or reg-
ulating authority but instead uses a decentralized system to record transactions and manage
the issuance of new units, and that relies on cryptography to prevent counterfeiting and fraudu-
lent transactions?.

Vakhrushev D., for example, believes that "... the existing definitions of crypto-currencies
do not fully disclose the essence of the analyzed phenomenon.”

First, the existing definitions do not reflect the decentralized nature of the issuance of
crypto-currencies. It is important to note that in the process of establishment of new payment de-
vices, the computer capacities of millions of participants are involved. Data is taken from open
electronic wallets, united in one peer-to-peer network where there is no central server, and each
individual computer of this network serves as a server by itself. Therefore, all work together on
keeping records of transactional history, which is distributed among all participants.

Second, crypto-currencies are codes encrypted with a special program at the owner’s
disposal, which is tracked and stored on electronic data storages (cloud) and is accepted as an
instrument of payment by other users and organizations. From here it can be confirmed or ar-
gued that crypto-currencies are represented as a unique type or a system of electronic money.
At first, it is essential to elucidate that electronic money in the broad sense is understood as
monetary obligations of the issuer in the electronic form, which are stored on the electronic da-
ta storages (cloud) at the user’s disposal. Moreover, these monetary obligations meet the fol-
lowing three criteria: they are recorded and stored on the electronic data storage; the monetary
obligations are allotted by the issuer upon receiving money from other individuals in the
amount of no less than the issued monetary value; and, monetary obligations are accepted as an
instrument of payment by other (besides the issuer) organizations.

Third, in the case of crypto-currencies, the identification of the possessors and the reten-
tion of the fact of their alteration are based on the most modern cryptographic methods of protec-
tion, while the entire volume of information in the form of special blocks is stored on each server;
whereas, the entire volume of information in the form of special blocks is stored on every server
(computer, or member of the peer-to-peer network). It is considered impossible to hack, break or
bypass this given protection system using the currently available hacking techniques” [1].

The dilemma of cryptocurrency legal regulation is escalated by the fact that the legality
of Bitcoin and other crypto-currencies depend on the geographical location.

Some governments throughout the world attempt to cope with the possible risks and es-
timated remuneration or rewards of cryptocurrency by balancing consumers’ protection, anti-
criminal activities and innovations.

The existing risks that governments throughout the world have may vary. Most of the
developing markets either strongly oppose or use digital currencies such as Bitcoins, but in
general, the economists use the regulatory principle of “soft touch” to strengthen innovation.

! Official site of the Bitcoin: [electronic resource]: access mode, URL: http:// bitcoin.org/
> Merriam-Webster. https://www.merriam-webster.com/dictionary/cryptocurrency
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Regulation - is a form of deception that consists of a wide variety of views of scientists and leg-
islators and that in the absence of developed regulations, can lead to negative consequences.

Primary purpose of regulation is to insure the legitimacy of the payment for goods over
the Internet. At present, Bitcoin has become a popular payment and investment tool, which is
widely used to pay for goods, work, and services around the world. Also, currently the company
“Bitcoiniacs” installed ATM machines in Canada that allows people to purchase this virtual cur-
rency. Paying with the Bitcoin can be done in various places, such as several cafeterias, fitness
clubs and even for a company that develops a landscape design?.

METHODOLOGY

The methodological basis of the study consists of the comparative law, which includes the
study of the most effective foreign approaches in the field of legal regulation of cryptocurrency
and electronic money, and the applicability of foreign experience in the Republic of Kazakhstan.

The use of the comparative law method would allow a scientifically based assessment of
the compliance of the current legislation and the existing practice in the Republic of Kazakhstan
in the field of legal regulations of cryptocurrency and electronic money.

Accordingly, by recognizing the existing conflicts or contradictions, a scientific basis can
be created for the modernization of existing legal institutions and the creation of uniform inter-
national standards.

FINDINGS

Accordingly, the initial task is to determine whether a cryptocurrency is money or not=2.
The formulation of a scientific problem concerning the norms of law in the Republic of Kazakh-
stan, which is used to regulate cryptocurrency, its turnover and operations with the use of cryp-
tocurrency, is due to the level of development of global information communication networks
and digital technologies. Furthermore, the presentation of this scientific problem is due to the
fact that there is a need for a new approach to the scientific characteristics of virtual money and
money surrogates.

It is important to note that the development of information and communication net-
works, as well as institutional and economic factors, is of great importance for the development
of cryptocurrency. That is how, the technological capabilities of modern information technology
and computer systems have reached high indicators. The modern information technology inno-
vations not only affect the nature of the financial markets’ functions, but also on all reproduc-
tion processes [2], while not only contributing to the acceleration of the dynamics of economic
change, but also a new factor in the immanent instability of economic systems [3].

Moreover, the emergence of the possibility of remotely combining computers into one
network, which is understood as the Internet for solving specific problems, has become the basic
premise of the emergence of a new type of payment instrument with a modern security system.
Therefore, due to the constant advancement of digital technologies and scientific technological
progress allowed creating the most convenient and cheap payment instrument that can meet the
needs of the modern society, particularly the interests of issuers, intermediaries and other users.

However, considering the lack of a full-fledged legal regulation of cryptocurrency turno-
ver and operations carried out through cryptocurrency, it creates both difficulties and danger of
cases of legalization of money (laundering) and other property obtained by criminal means
with a help of cryptocurrency.

At present time, there is no single definition of the term cryptocurrency as well as relative-
ly there are no rules and regulations governing their turnover or operations, since this process is
only at the stage of formation and development, both at the inter-national and national levels.

! See for example http://www.bitcoiniacs.com/
2 How legal is Bitcoin and Crypto Currencies? // Analytical portal “CryptoCompare” /
https://www.cryptocompare.com/coins/guides/how-legal-is-bitcoin-and-crypto-currencies/
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Further, considering it proper to highlight the legal nature of cryptocurrency in the Re-
public of Kazakhstan.

According to pages 127 and 128-1 I'K! (Civil Code CV) PK (Republic of Kazakhstan RK)
cryptocurrency does not appear to be a recognized as money (currency), and does not act as a
financial tool, since it does not meet the criteria set out in the current Civil Code of the Republic
of Kazakhstan.

According to the Republic of Kazakhstan’s Laws, paragraph 2 page 1, of June 13, 2005
No. 57 “currency regulation and currency control” states that “currency - is a monetary units
accepted by countries as legal payment instrument, or official standards of value in cash and
non-cash forms, in the form of banknotes, treasury notes and coins, including precious metals
(including those withdrawn or withdrawn from circulation but subject to exchange for bank-
notes in circulation), as well as funds in ac-counts, including in international monetary or set-
tlement units”?.

According to the same law of June 13, 2005 No.57, “...foreign currency - the currency of a
foreign state, as well as international monetary or accounting units,” by which we can under-
stand currency notes (token money) expressed in the form of bank-notes, treasury notes, coins
that are in circulation and are legal means of cash on the territory of one or another foreign
state or several foreign states, as well as withdrawn or withdrawn from circulation, but are sub-
ject to exchange by specified currency notes or signs”3.

Considering that cryptocurrency, Bitcoin in particular, does not fall within the specified
criteria for money and / or currency, including a foreign state or group of states; thus people can-
not deposit or place it on the account of any credit organization in the Republic of Kazakhstan.

Discussing the possibility of applying to transactions that are carried out using virtual
currencies that are not supported by generally accepted currency notes, it is important to note
that in accordance with page 38 of the Republic of Kazakhstan’s Laws, dated March 30th, 1995
No. 2155 “Regarding the National Bank of the Republic of Kazakhstan”: “Monetary unit (na-
tional currency) of the Republic of Kazakhstan is Kazakhstan tenge. Kazakhstan tenge consists
of 100 tiyn,” wherein, considering that the currency in circulation of the Republic of Kazakhstan
consists of banknotes and coins. The structure of banknotes and coins is determined by the Na-
tional Bank of Kazakhstan.”4

In that regard, it becomes obvious that the introduction of other monetary units on the
Republic of Kazakhstan’s territory, the determination of the structure of the de-nominations
falls within the competence of the National Bank of the Republic of Kazakhstan, respectively,
the release of cash surrogates is prohibited.

At present, people in Kazakhstan are beginning to store their investments in cryptocur-
rency. Neither political nor economic changes in the world directly affect its course. That is why
more and more residents prefer to transfer physical money into virtual. Some people even
claim that they were able to earn a good profit by transfer-ring into virtual currency. However,
experts caution: that electronic currency is very unreliable. Money on the Internet is not pro-
tected, and people are at risk of losing everything, all at once. The National Bank of the Republic
of Kazakhstan addressed similar precautions®.

Furthermore, the economist A. Arupov, director of the Institute of World Economy and
International Relations wrote: “it is not guaranteed that tomorrow these ten thousand bitcoins

1 Grazhdanskyi kodeks RespublikiKazakhstan, 27. 1994. V redaktsii Zakona Respubliki Kazakhstan 27 fevralya

2017. Ne 311-V. Vedomosti Verkhovnogo Soveta Respubliki Kazakhstan. 1990. Ne 23-24; 1995 Ne 15-16,

statya 109; Ne 20. Statya 121.

Z Zakon Respubliki Kazakhstan 2005. N2 57 «O Valutnom regulirovanoo I valyutnom kontrole». V redaktsii

Zakona RK. 16.05.2014 Ne 203-V. Vedomosti Parlamenta Respubliki Kazakhstan, 2005. N 11, statya 38.

3 Ibid.

4 Zakon Respubliki Kazakhstan 30.03.1995, Ne 2155 «O Natsionalnom Banke Respubliki Kazakhstan». V

redaktsii Zakona RK. 14.01.2016 Ne 445-V. Vedomosti Verkhovnogo Soveta RK

5[bid, 1995 r., N 3-4, staya.23, N 12, statya 88, N 15-16, statya 100, N 23, statya. 141.
https://www.ktk.kz/ru/news/video/2017/03/06/76649
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will be suitable for something. Why? Because Bitcoin is a conditional digital virtual (I would not
ad-dress to it as physical money) unit, recognized by the members of this community, that do
not possess any gold collateral or material assets.” “Cryptocurrency is not tied to the official
monetary unit or any other assets as well as the corresponding security and legally responsible
entities for operations with their service... Participants who contributed money to these organi-
zations do not have legal guarantees for the return of the invested money..."”1.

By analyzing the mechanism of operations and circulations of crypto-currencies, it is log-
ical to understand a distinct type of electronic money as a “cryptocurrency”, which functions on
a decentralized emission (issuance) mechanism and circulation and constitute a complex sys-
tem of information technology procedures based on cryptographic methods of protection.

Transactions of cryptocurrency are currently based on the informal norms of the partic-
ipants in this process. At present time, there are no single models formed and rules for the
treatment of cryptocurrency. This process is still developing. Thus, currently, the order of pay-
ments between participants of financial processes with handling of cryptocurrencies, the order
of their registration, accounting of transactions, and taxation issues are not determined. Today,
all operations are traced, but those operations are non-existing in nature, i.e. It is impossible to
identify the parties to the payment transaction, if the last have not done so. All of this can nega-
tively affect the stage of development and growth of this payment instrument; moreover, it can
become a way of fraud and making illegal payments.

In addition, cryptocurrency causes a lot of controversy around the world. For instance, the
director of the world economy and international relations institute A. Arupov indicates that “in
Japan, Bitcoins have already been legalized. In Thailand, they are prohibited, and in Bangladesh
for the possession of virtual money is punishable by incarceration” [4]. In Kazakhstan, currently
there is no written law that would regulate the production and circulation of cryptocurrency.

Of particular interest is the legal regulation of cryptocurrency’s circulation in some for-
eign countries.

Consequently, for the first time Bitcoin was banned in Thailand at the end of July 2013.
Nowadays, buying and selling and transferring “bitcoins” as well as virtual currency payments
for goods and services are considered illegal in Thailand [5].

The People’s Bank of China also prohibited their financial and payment institutions from
conducting any bitcoin operations. According to the recommendations dated December 5, 2013,
Bitcoin does not have the status of legal payment instrument or a currency that must be received
as a payment. The People's Bank of China characterizes Bitcoin as a virtual commodity [6].

According to Savchenko L.M., Yuzaeva A.G., and Afanasyeva T.N., “...in 2013, the German
Ministry of Finance made a statement that Bitcoin could not be classified as electronic or for-
eign currency, but rather the definition of private money by which multilateral clearing (fi-
nance) operations can be carried out”[7] .

In varying degrees, Bitcoins are allowed to be used in Japan, Switzerland, Singapore,
Bulgaria and other countries but consider it necessary to regulate their use and taxation.

Accordingly, in early January 2014, it became known that the tax authorities of Singa-
pore equated operations with Bitcoin as transactions subject to tax [8]. The average income tax
is planned to be collected from companies engaged in the purchase and sale of Bitcoins. Long-
term investments in Bitcoins, which are equivalent to investments in capital, will not be taxed.
When exchanging Bitcoin for real goods and services, a tax of 7 % will be collected on goods and
services (for non-residents, a tax on goods and services does not occur).

The tax on goods and services will not be subject to the acquisition of virtual goods and
services for Bitcoins, such as in-app purchases. On March 13, 2014, the Monetary Authority of
Singapore announced its intention to regulate the activities of intermediaries engaged in opera-
tions with virtual currencies, meaning, among them, including Bitcoin [9; 10]. Such intermediar-
ies who exchange virtual currencies for physical or real will be obliged to identify their custom-

1 «Kapital Tsentr delovoi informatsii. https://kapital.kz/expert/akimzhan-arupov/
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ers and report suspicious transactions to the appropriate office. In general, the same require-
ments will be imposed on intermediaries as enterprises engaged in the exchange of real curren-
cies, as well as the provision of remittances. The purpose of these measures is to minimize the
risks associated with money laundering and terrorist financing arising from the anonymous na-
ture of virtual currencies.

The National Bank of Croatia believes that Bitcoin is legal in Croatia, but it should not be
considered as electronic money, although it has some similarities with electronic money. Cryp-
tocurrencies can be legally used in the country, although they cannot be considered as a legal
way of payment and that is, sellers are not obliged to accept them in Croatia on a level with local
currency.

In the U.S. Bitcoin is considered a “virtual currency” and is also considered necessary to
regulate it properly. On March 25, 2014, the U.S. Internal Revenue Service issued a guide on tax-
ing transactions with Bitcoins and other virtual currencies [11].

In July 2017, the U.S. Securities and Exchange Commission decided to equate ICO Initial
coin offering, (from English — “initial offer of coins, initial placement of coins”) to securities.
Companies that do not register the release of cryptocurrency or ICO will be punished [12; 13].

ICO means offering or placing coins, the so-called tokens, with the subsequent sale of a
new cryptocurrency to investors. Now such operations will need to register accordingly. Most
often, this type of fundraising is used by startups working in the technological field2.

According to p.p. 29, 31 of the Guidelines on the Application of the Risk-Based Approach
“Virtual Currencies” in the current Recommendations No. 2 of the FATF (intergovernmental or-
ganization - Financial Action Task Force on Money Laundering) set requirements for interaction
and cooperation at the national level in order to implement policies aimed at countering money
laundering and terrorist financing, including in the virtual currency sector. Other countries may
consider creating structures, such as inter-agency working groups that interact with each other
in order to develop and implement effective policies, regulations, and other measures aimed at
identifying and reducing the risks associated with virtual currency.

If virtual currency has become a significant element of the financial sector, countries
should consider the feasibility of analyzing the relationship between regulation and supervision
of activities related to virtual currencies. In this regard, countries are encouraged to consider
the possibility of conducting political work in the short and long term to develop a comprehen-
sive system for regulating products and services based on virtual currencys3.

The President of the Republic of Kazakhstan, Nursultan Nazarbayev, at the 10th Astana
Economic Forum in June 2017 expressed the following opinion: “There is a need to transform
the global financial architecture, which I had to talk about from this stage. The time has come to
seriously consider the introduction of an international payment unit. It will save the world from
currency wars, speculation, evade distortions in trade relations, reduce market volatility. A cur-
rency should have a simple, transparent emission (money circulation) mechanism, subject to its
consumers. Considering digitalization, the development of technologies such as blockchain,
such a unit of ac-count can be created in the form of cryptocurrency”4.

In this regard, it is believed that there are both positive and negative opinions and posi-
tions regarding cryptocurrency. However, we cannot deny the fact of its existence. Therefore,
there is a real need for its legal regulation. The formulation of this problem requires its prompt
solution.

CONCLUSION
In retrospect, hereby the government bodies of different countries have different ap-
proaches to regulate the issue of determining the legal status of virtual currencies, as well as the

! https://ru.wikipedia.org/wiki/ Bitkoin, accessed 21.02.2015

? https://rg.ru/2017/07/27/kriptovaliutu-v-ssha-priravniali-k-cennym-bumagam.html

3 http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-Virtual-Currencies.pdf

* https://tengrinews.kz/kazakhstan_news/nazarbaev-predlojil-sozdat-mejdunarodnuyu-kriptovalyutu-320433/
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possibility of performing operations in crypto-currencies on the territory of aforementioned
countries. At the same time, public relations that are emerging regarding the use of cryptocur-
rencies continue to evolve and embrace the whole world. In this regard, there is a reasonable
need to study existing public relations and identifying trends in the regulation of virtual curren-
cies, as well as the creation of a new mechanism for legal regulation of this global innovation.

In addition, at present virtual currencies, such as Bitcoin, cannot be provided for the ful-
fillment of monetary obligations of a person who provides money to third parties and for whom
the person who provided the money has the right to transfer orders exclusively using electronic
means payment, since virtual currency is not legal tender on the territory of the Republic of Ka-
zakhstan.

The virtual nature of cryptocurrencies, bitcoin in particular, that do not have the materi-
al base, decentralized nature of cryptocurrency emissions, the lack of security, and the volatility
of the bitcoin’s rate, do not suggest high liquidity of virtual currencies, as well as considering
cryptocurrencies, in particular bitcoin, as a universal equivalent of the value of goods and ser-
vices. Additionally, the mechanism for issuing and storing data of Bitcoins, as well as the lack of
identification of users and the lack of ability to monitor transactions, create conditions for
abuse by individuals and legal entities, including operations aimed at legalizing (laundering)
income received by criminal means, and the financing of terrorism, through the use of virtual
currencies. At the same time, the demand for the purchase of goods, payment for work and ser-
vices, as well as the implementation of transfers using Bitcoin has a number of advantages due
to the innovative financial and technological component of crypto-currencies.

Virtual currencies are outside the legal spectrum and the implementation of transactions
and transactions using cryptocurrencies, in particular Bitcoin, on the territory of the Republic of
Kazakhstan may have negative consequences for the persons performing such operations.

With that, the widespread use of Bitcoin as a means of payment or an analogue of “for-
eign currency” in other countries orders the need to give cryptocurrencies a certain legal status,
identify their legal nature, create a mechanism for regulating operations and transactions made
using cryptocurrencies, making the maximum possible identification of participants operations
with the use of cryptocurrency, as well as the implementation of control, and supervision over
the activities of entities creating and using such crypto-currencies currency.

Based on the aforementioned, this paper proposes to convene an international confer-
ence on the development and adoption of the manuscript of international convention that
would regulate relations on the use and circulation of cryptocurrency. The rules of this conven-
tion must put an end to the question of the recognition or non-recognition of cryptocurrency as
a legal tender. To frame a clear mechanism for its turnover, it is important to provide mecha-
nisms for bringing to justice individuals for illegal operations with it.

The security of transactions using cryptocurrency should be provided by a supranational
structure. For example, it would be effective to create an authorized inter-national one that
would exist isolated from existing international financial institutions. We believe that it is a
new, independently functioning international organization that would be able to contribute
more effectively to the development of cryptocurrency.
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HUe Ha YHKYUOHUposaHue mexcAyHapooHol PuHaHcoeoll cucmembl. Ce2o0H Hem YemkKozo
HA@y4H020 co2/1acusi OMHOCUMEAbHO eOUHO06PA3HO NPUHAMO20 onpedeseHus "Kpunmosaaomol”;
amo omcymcmaue coaaacusi co3daem npobsembvl 8 pazgumMuu MeXAHU3MO8 NPA808020 pe2yaupo-
8aHUSI KpUNMOBA/II0Mbl U onepayutl, c8s13aHHbIX ¢ Hell. Memodo102u4eckyro 0CHO8y OAHHO20 UC-
c/1e008aHUsl cocmas/siem aHa/AU3 CPABHUME/NbHO20 NpA808edeHUs], SKANYAWUL U3yYeHue
Haubosee 3gpdpekmusHbIX 3apybercHbIX N00X0008 8 0641aCMU NPABOBO20 Pe2yAUpo8aHuUsl Kpun-
moeaJ1tombl U 3/1eKMpOHHbIX JeHee, ad Makx#ce NPUMeHUMOCMb 3apybexcHozo onbima 8 Pecnybau-
ke Kazaxcma-.

Kawuesvwle cnoea: kpunmosasitoma, 3akoHodameabecmaso, 6umkouH, Pecnybauka Kasax-
CMaH.
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